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About the Community Safety Knowledge Alliance 
 
The Community Safety Knowledge Alliance is a non-profit applied research organization that 
supports governments, police, public health and human service leaders in developing, 
implementing and assessing new approaches to enhancing community safety and well-being 
service delivery and outcomes.  
 
Over the past decade, CSKA has conducted interdisciplinary research on some of Canada’s most 
pressing social issues, including intimate partner violence, youth radicalization to violence, 
cybersecurity, food security, drug policy, human rights-based policing, and community 
reintegration initiatives. CSKA maintains an active posture on issues such as disinformation and 
artificial intelligence to support adaptive responses to these emerging challenges. 
 
 
 
 
About Sapper Labs Group 
 
Sapper Labs Group conducts research to understand the methods and impacts of disinformation 
and influence campaigns and networks and as input to the development of processes to support 
effective countermeasures. SLG is supported by global partners and a comprehensive intelligence 
sharing network.  
 
The goal of SLG is make the world a better safer place in line with objectives around: countering 
foreign interference and influence, countering radicalization and extremism, supporting human 
rights and other activities involving capacity building related to information integrity. 
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EXECUTIVE SUMMARY 
 

Today’s interconnected world provides a wealth of opportunities for those wishing to harm women, 
girls and gender diverse persons individually and at scale. This report describes the mechanisms, 
impacts, and actors behind technology-enabled gendered disinformation. This is not just a gender 
issue – it is also a socioeconomic and public safety issue which, in some cases, may also become a 
national security concern. We illustrate why action is needed now and chart a theory- and 
evidence-informed path forward.  

Technology-enabled gender-based violence – including disinformation – draws from a powerful 
arsenal of tools. It can be used for illicit surveillance (such as monitoring movement and 
communications) and to manipulate aspects of the built environment (such as features of “smart” 
homes and vehicles). It can also be used to pollute the information space with deceptive narratives. 
Gendered disinformation poses a dual threat: it endangers individuals, especially women and 
gender-diverse people who are often its direct targets; and it undermines society by eroding trust 
and cohesion, silencing voices, and weakening democratic norms and processes.  

Members of certain populations – notably, marginalized and racialized women, girls and gender 
diverse persons – may disproportionately encounter greater levels of gendered disinformation. 
Indigenous women and girls in Canada often face gendered disinformation and related violence 
due to historical biases, colonial legacies and contemporary social media narratives that can often 
perpetuate harm. 

Gendered disinformation is not spread by chance. It can be driven by individual actors, aligned 
domestic and transnational ideological groups, and even nation states that seek to destabilize 
democratic societies. When foreign governments are involved, GD becomes an instrument used to 
sow division, fear, and mistrust across borders – sometimes as a component of broader influence 
or cyber operations. At a time when online spaces too often amplify misogynist voices and targeted 
abuse, understanding and countering gendered disinformation has never been more urgent. It is a 
shared threat across society. Consequently, the resolve and the ability to address gendered 
disinformation must be a matter of shared responsibility. 

The widespread occurrence of gendered disinformation around the world, often leading to violence, 
underscores the need for international cooperation. This is essential to address the complex, 
cross-border nature of the issue effectively. By sharing best practices, resources, and intelligence, 
countries can develop unified strategies to combat disinformation. Domestically, integrating these 
global insights into national policies and practices will enhance local efforts, ensuring that 
responses are comprehensive and culturally relevant. Joint initiatives can also strengthen 
diplomatic relations, promote gender equality, and uphold human rights on a broader scale. 
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This report provides a novel perspective on gendered disinformation, including a framework for 
action with a corresponding system of people, processes and technology.  Furthermore, it provides 
a short set of pragmatic recommendations that will have significant impact on combatting 
gendered disinformation, enhancing human rights protection, and promoting gender equality. 
These elements are accompanied by a set of information resources for key stakeholder groups 
seeking to raise awareness and to counter this complex, multi-layered problem. 

Building the capacity to counter gendered disinformation will require collaboration. As we navigate 
geo-political and domestic tensions that threaten the cohesion, unity and sovereignty of Canadian 
society, our willingness to confront and respond to gendered disinformation will shape the 
resilience and inclusivity of our digital, democratic and social spaces for years to come. 

A preliminary theory of change for addressing gendered disinformation is depicted below.  This is 
discussed in further detail at Figure 9 in this report.  

 

This theory involves multi-level efforts designed to align and create mutually reinforcing conditions, 
significantly enhancing the likelihood of achieving a range of desired outcomes. 

Conclusions 
Addressing gendered disinformation is crucial for safeguarding human rights, promoting gender 
equality, and upholding democratic values. This issue, intertwined with polarization, patriarchy, and 
misogyny, targets women, girls, and gender-nonconforming individuals, causing harm. A strategic, 
multi-layered approach is necessary to combat this, focusing on awareness and a coordinated 
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response. Strengthening resistance to such disinformation requires collaborative efforts to prevent 
risks, enhance resilience, and align solutions with democratic principles. 

Gendered disinformation about Indigenous women and girls in Canada is exacerbated by a colonial 
history that persists today, reinforcing harmful stereotypes and ignoring ongoing violence. Multi-
faceted efforts must be undertaken to break this cycle by challenging false narratives, reforming 
media practices, and prioritizing Indigenous voices in storytelling. Such measures are vital for 
transforming the information landscape and supporting reconciliation. 

The path forward emphasizes multi-sector collaboration and building broad-based networked 
capacity to counter gendered disinformation. Increasing awareness and developing new knowledge 
will be central to this effort. This approach should foster mutual benefits and support collective 
learning, planning, implementation and further research. 

We propose a comprehensive theory of change involving strategically aligned, society-wide 
interventions grounded in the leading research. This approach includes providing a robust set of 
knowledge resources and technology examples beneficial to professionals in human services, 
policy-making, and national security. Furthermore, we recommend creating a cross-sectoral 
network dedicated to knowledge development and mobilization. This network will support 
evidence-based, collaborative efforts, ensuring that interventions are informed by the best 
available evidence and practices. By fostering cooperation across multiple sectors, this critical 
issue can be tackled effectively and holistically. 

Recommendations: 
Policy, Legislation and Enforcement  

1. That the federal government: 
 

a. Implement policy and legislative measures to counter gendered disinformation, 
recognizing that it is a threat that spans community safety and wellbeing, and 
national security. 

• The corresponding regulatory framework should ensure platform 
accountability, transparency, and meaningful financial penalties for non-
compliance. 

 

b. With targeted investment, initiate cross-departmental, industry, academic and 
private sector operational coordination and program collaboration to address 
gendered disinformation within public safety, public health, digital regulation, 
defence and national security frameworks. 
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c. Develop a national strategy on gendered disinformation in close partnership with 
the private sector, research and civil society, integrating public safety, digital 
governance, and foreign policy approaches. 
 

d. Convene and engage women’s advocacy organizations, racial justice groups, 
security and intelligence professionals, academic researchers, cyber-security 
experts and relevant community and private sector entities in dialogue on such 
matters as how to optimize the balance of protection and enforcement with 
freedom of expression online. 
 

e. Increase data collection and monitoring of gendered disinformation trends and 
actionable current intelligence. 

 

f. Conduct periodic cross-sector consultations with experts in gender-based violence, 
cybersecurity, open source intelligence, national security, and digital regulation to 
understand the evolving landscape of gendered disinformation. 
 

g. Establish gender-responsive online safety laws that hold technology platforms 
accountable. Options include the re-introduction of Bill C-36 and the applications 
of relevant elements of a Clean Pipes Strategy. 

 

h. Enhance training for security, intelligence, diplomatic, defence, law-enforcement 
and policymakers on technology-enabled GD. 

 

i. Invest in digital literacy, research, open source intelligence and enforcement 
mechanisms to strengthen Canada’s resilience against gendered disinformation. 

Research and Knowledge Mobilization 

2. That the Government of Canada support the creation of a cross-sectoral knowledge 
mobilization network on gendered disinformation – the Gendered Disinformation 
Knowledge Network (GenD-Net).  

Such a network would serve as a hub for leadership, information sharing, education and 
training, research, and policy coordination, program planning, operational coordination and 
de-confliction ensuring that responses to gendered disinformation are evidence-based, and 
aligned across sectors. 

The objectives of the network will be to: 

• Enhance knowledge mobilization and public awareness of gendered disinformation. 
 

• Support curriculum development, stimulate and contribute to education and 
training. 
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• Strengthen community and cross-sectoral dialogue and collaboration on policy 
development. 

 

• Support defence, intelligence, police and public safety agencies. 
 

• Advance research and innovation, including evaluation capacity building. 
 

• Bridge gaps in service provision for affected communities. 

Gendered Disinformation as a National Security Issue 

3. That the Government of Canada refine and implement options for countering gendered 
disinformation as a national security issue, including its use as an element of foreign 
interference. Enhance the capabilities of defensive cyber operations in relation to this 
threat. More particularly: 

a. Establish a dedicated government funding stream for research and innovation on 
gendered disinformation that is open to Canadian industry, academia and not-for 
profit organizations. 

b. Incentivize Canadian industry participation and innovation through public-private 
partnerships and direct investment. 

c. Develop a national strategy on gendered disinformation as a foreign interference 
threat, and ensure integration with national defence policy, cyber security and 
national security strategies. 

d. Fund the creation of a cross-sectoral intelligence-sharing network to combat 
gendered disinformation, including the creation and maintenance of a national 
gendered disinformation threat landscape reporting capacity; this would, in-turn, 
feed into an intelligence “dashboard” (Figure 11) which could be made publicly 
available as part of building overall awareness an public will to confront this 
problem (See Annex E4, Attachment B). 

e. Establish legal and policy frameworks to protect women in public life from both 
foreign and domestic online harm. 

f. Develop a rapid response mechanism to protect individuals facing high-risk 
disinformation attacks (see Annex E4, Briefing Resources 1 and 4). 

Impact of Recommendations 
Implementing these recommendations will have significant impacts on combatting gendered 
disinformation, enhancing human rights protection, and promoting gender equality. By addressing 
this issue, intertwined with polarization and misogyny, we can safeguard women, girls, and gender-
nonconforming individuals from targeted harm. More specific areas impacted are as follows: 
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Policy and Legislation 
By implementing comprehensive policies and legislation, the federal government will 
strengthen community safety and national security. Establishing regulatory frameworks 
with platform accountability and penalties for non-compliance will ensure that digital 
spaces are safer and more transparent. Cross-departmental coordination will enhance 
efforts to address gendered disinformation within public safety and national security 
frameworks. 

Multi-Sector Collaboration 
Creating a national strategy in partnership with the private sector, research institutions and 
civil society will integrate approaches to enhancing both public safety and social media 
governance. Engaging diverse organizations in dialogue will balance safety and security with 
freedom of expression. Furthermore, this approach will help build resilience against 
gendered disinformation through enhanced data collection, training, and digital literacy 
investments. 

Research and Knowledge Mobilization 
A dedicated funding stream for research and innovation, alongside public-private 
partnerships, will drive industry participation and technological advancements.  

Establishing the Gendered Disinformation Knowledge Network (GenD-Net) will enhance 
public awareness, support curriculum development, and foster cross-sectoral 
collaboration. By bridging gaps in service provision, it will ensure evidence-based 
responses aligned across sectors. 

National Security 
Recognizing gendered disinformation as a national security issue will help refine strategies 
to counter foreign interference. Developing a rapid response mechanism and legal 
frameworks will protect individuals from high-risk disinformation attacks. 

Overall, when implemented, these measures will help to transform the online information 
landscape, support reconciliation, and uphold Canadian liberal democratic values by fostering a 
coordinated, strategic response to gendered disinformation. 
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